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Introduction

This guide explains how to configure and monitor the PrinterOn® Enterprise software.

The PrinterOn solution allows your users to print without installing drivers and without a
difficult setup or complicated configuration. Once your PrinterOn software is installed and
configured, users can submit print jobs to PrinterOn connected printers in a variety of
ways, including:

« using the PrinterOn Web Print portal

 using the PrinterOn Mobile App

* by emalil

+ through Google Cloud Print

« through native Windows print queues, native iOS, or native IPP

PrinterOn also supports Secure Release Anywhere™ pull printing, which lets users print to
a pool of printers and then pull their print job to the printer within that pool that is most

convenient.
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Introduction

1.1 PrinterOn Server editions

Your PrinterOn Server installation will install one of the foll owing editions of the software:

« PrinterOn Enterprise: The Enterprise Edition is a full-featured print solution. This
edition supports advanced features such as multi-server deployment, scalability
through clustering, and integration with MDM/EDM solutions.

« PrinterOn Server Express: The PrinterOn Server Express edition is the starter
package. Although it shares all the same basic features as PrinterOn Enterprise, it
excludes many of the advanced configuration features of the Enterprise edition
that are typically unnecessary for a small- to medium-sized business or
organization.

You can upgrade your Express edition to Enterprise at any time.

1.2 Key concepts of the PrinterOn solution

Before working with the PrinterOn solution, it is useful to understand two key concepts:
» PrinterOn printers

» Secure Release Anywhere pools

1.2.1 PrinterOn printers

A PrinterOn printer is not a physical printer, but rather a virtual printer. That is, itis a
definition that maps to a physical printer and defines its printing behavior and supported
features. The PrinterOn server acts as middleware between the user and a physical printer.
When users submit jobs to a PrinterOn printer, the PrinterOn server directs those jobs to
the physical printer or print queue defined for that printer, referred to as an output
destination. Before users can submit print jobs to a PrinterOn printer, you must point
define that printer's output destination.

PrinterOn printers need not map to physical printers on a one-to-one basis. The benefit of
creating virtual printers is that you can specify different printing behavior or access
privileges for the same physical printer. You simply create multiple PrinterOn printer
definitions, apply different configuration settings to each, and then map them to the same
physical printer. Although it is the same physical printer printing the jobs in each case, to
the user, they appear as distinct printers with different available features.
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1.2.2

Introduction

For example, consider a hotel with a color printer. The hotel could create one printer
definition that points to their color printer and allows users to print in colour at a specific
price per sheet. They could then create a second printer definition that points to the same
physical printer, but restricts print jobs to black and white, and charges a lower rate per
sheet. For frequent guests, they could also create a third printer definition for the same
printer that does not charge a fee at all.

Secure Release Anywhere pools

Secure Release Anywhere pools are groups of PrinterOn printers. To the user, a printer
pool appears as just another printer. However, instead of distributing jobs to a single
output destination, a printer pool can distribute print jobs to any of its member printers.
Users can go to the output destination of any member printer and pull the print job down
using their credentials or a secure release code.

The printers in a Secure Release Anywhere pool are not limited to a single network; you
can include printers from disparate networks in a single printer pool. For example, a hotel
chain could create a single Secure Release Anywhere pool that contains all the printers
from their business centers in all their hotels worldwide. A guest in the Singapore location
can print to the printer pool, go to the business center, and pull the job down. The same
guest could travel to Seoul the next day, print to the same pool, go to the business center
at the Seoul location, and pull the job down there.

1.3 The PrinterOn solution components

The PrinterOn server software consists of several components that work together to
enable web-based printing from PCs and laptops with Internet access. The PrinterOn
solution is comprised of the following components:

« PrinterOn Central Print Services (CPS): The primary entry point for all requests
submitted to the PrinterOn server. In addition to providing access to print services,
the CPS also hosts the Web Print portal, and the CPS Administration Console.

* PrinterOn PrintAnywhere® server (PAS): Provides document processing and
rendering.

» PrinterOn Print Delivery Station (PDS): Collects print jobs and provides privacy
release capability.

« PrinterOn Print Delivery Gateway (PDG): Provides support for printing from a
variety of devices and systems including iOS, Google Cloud Print compatible
applications or traditional print queues.
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«  PrinterOn Print Delivery Hub (PDH): In Enterprise installations, distributes print

jobs to PDSs installed on disparate networks.

« PrinterOn Configuration Manager: Provides a single centralized management

console for all software components, servers and options.

For more information on the PrinterOn components, see PrinterOn Server components

glossary and overview.

The PrinterOn solution can be configured for several popular system integration models
or customized as needed using the available HTML and Java source code. It is easy to
deploy and can be hosted in multiple local or remote network scenarios. The PrinterOn
software has been designed for optional integration with existing network infrastructures,

including LDAP and Print Management Systems.

Architecture overview

Simplified PrinterOn architecture
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i Mail Server

...............................

Submission Method Secure Corporate LAN
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=
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=
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-
=
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Remote Office 2
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Detailed PrinterOn architecture with communication ports

The following diagram illustrates a distributed PrinterOn Enterprise deployment. In
PrinterOn Express, all components must be installed on a single server; multiple networks
and the PDH component are not supported.
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1.4 New in this release

This guide documents PrinterOn Enterprise Edition version 4.3.9. This release follows on
previous releases of the product.

This release is focused primarily on bug fixes. In addition, the version of Apache log4j API
installed with the software has been upgraded to log4j-comp v.2.17.1. There are no major
new features added in this release.
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The Configuration Manager allows you to configure all PrinterOn Server settings,
administer your printers, and synchronize printer settings.

2.1 Launching the Configuration Manager for the first time

The first time you launch Configuration Manager, you'll need to use the default
credentials you received from PrinterOn. The credential information you receive differs
depending on whether your PrinterOn service is an on-premise deployment, or a
managed cloud deployment:

» Launching Configuration Manager in on-premise deployments.

» Launching Configuration Manager in managed cloud deployments.
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2.1.1 Launching Configuration Manager in on-premise deployments

If you are logging in to the Configuration Manager in an on-premise deployment of
PrinterOn for the first time, or you have reset the password or restored the Root user, you
must log in using the default login credentials.

To open the PrinterOn Configuration Manager:

1. In your browser, navigate to the Configuration Manager URL that you received
from PrinterOn. For example:

https://ponconf-mycorp.printanywhere.com:8057

2. Log in to the Configuration Manager with the following credentials:

Field Root User Authentication

Username root
Password: One of the following:
« For atrial installation, enter Trial.

» For a licensed installation, enter the APIsiteAuth value found in
the [site] section of your PrinterOn license file
(PrinterOnConfig.txt). For example:

[site]

APIsiteUID = 562873393017
APIsiteAuth = SzNQJxV7
AdminEmail = email@printeron.com

When you log in with your default password, the Configuration Manager immediately
prompts you to change your password.
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2.1.2 Launching Configuration Manager in managed cloud
deployments

To open the PrinterOn Configuration Manager:

1. In your browser, navigate to the Configuration Manager URL that you received
from PrinterOn. For example:

https://ponconf-mycorp.printanywhere.com:8057

Log in to the Configuration Manager with the following credentials:

Field CPS Authentication

Username The email address in your PrinterOn license file.

Password: For a licensed installation, enter the APIsiteAuth value found in the
[site] section of your PrinterOn license file (PrinterOnConfig.txt). For
example:

[site]

APIsiteUID = 562873393017
APIsiteAuth = SzNQJxV7

AdminEmail = email@printeron.com

When you log in with your default password, the Configuration Manager immediately
sends an email requesting that you change your password change your password.

Once you've changed your password and have successfully launched the Configuration
Manager, you can add new PrinterOn administrators to your service as necessary. For
more information, see Managing access to Configuration Manager.
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2.2 Navigating the Configuration Manager

After you successfully log in, the Configuration Manager displays the Home > Overview
tab.

A Home P Workflows Y& Authentication B Printers 1 Reports @ Advanced ﬁ

General Settings Services Licensing Serial Numbers

Server Overview

Edition: Enterprise Number of Printers: 3 Number of Pages Saved: 6

Server Version: 3.2.0.1172 Number of Jobs Total: 2 Number of Colour Pages 6
Saved:

Number of B&W Pages 0
Saved:

Number of Managed Components: & (6 Online)

Expiration: 12/1/2016 Number of Jobs Today: 0
PrinterOn Administrators Page

Number of Managed Servers: 0 (1 Online)

Before working with the Configuration Manager, you should have a general
understanding of the Configuration Manager interface, including the following features:

» Basic and Advanced views
» Component-specific Ul

» Tabbed interface

2.2.1 Basic and Advanced views

You can display the Configuration Manager in two views:
« Basic view: Displays commonly configured settings.

« Advanced view: Displays all Basic view settings plus additional advanced settings.
Advanced settings are those that are only rarely configured or are specific to a
particular deployment.

By default, the Configuration Manager opens in Basic view. You can toggle between the
two views using the Show Advanced Settings switch on the Settings menu (see Showing
or hiding advanced settings for detailed steps). As you turn Advanced view on and off, the
interface is dynamically updated to show or hide the advanced settings.

Note: For completeness, this guide documents all settings. Screen shots are typically shown in
Advanced view. As a result, if you are displaying Configuration Manager in Basic view, images in
this guide may appear slightly different than what appears on screen.
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For a complete list of settings that are hidden when the Configuration Manager appears
in Basic view, see Appendix A: Advanced configuration settings.

2.2.2 Component-specific Ul

With version 3.2.2 and later, the Configuration Manager provides a flexible Ul that adapts
based on which components are present on the server.

The PrinterOn software can be deployed in a variety of ways based on the needs of an
organization. For example, an organization may have a remote Print Delivery Service
component, it might have a Print Delivery Gateway installed on its own server, or may
deploy components in some other distributed scenario in which components are installed
on multiple servers.

To simplify the configuration process in these scenarios, the Configuration Manager
displays only those settings that are relevant to the installed components. When you open
the Configuration Manager, it first checks which components are installed on the server,
then excludes those settings that do not apply to the installed components.

As a result, depending on your deployment and the server you are configuring, you may
not see all the screens or settings described in this guide.
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2.2.3 Tabbed interface

The Configuration Manager workspace contains a number of tabs from which you can
configure all aspects of your PrinterOn solution.

Note: As of version 3.2.2, the Configuration Manager only displays configuration settings for
those components that are installed on that server. Depending on which components you have
installed, you may not see all of the tabs listed below.

Tab/Menu Features

[ Home Provides access to general information about your system health. You
can also manage your PrinterOn license and add PDS, PDH, and Print
Anywhere components to your PrinterOn deployment. For more
information, see The Home tab.

Workflows Lets you configure settings for the various printing workflows that
users can use to print documents to your PrinterOn printers, such as
Web Print or Mobile Print. For more information, see The Workflow
tab.

I Authentication Lets you configure settings for your selected authentication method.
For more information, see The Authentication tab.

[2] Printers Lets you add and configure your printers, Secure Release Anywhere
printer pools, and Print Delivery Software. For more information, see
The Printers tab.

Y Users Lets you define and assign roles to users or groups of users to control
access to PrinterOn-managed resources. Used in conjunction with the
Internal Users, Azure AD, and Third-Party Identity Management
Service authentication methods. For more information, see The Users
tab.

1 Reports Lets you generate reports on your overall PrinterOn deployment. For
more information, see The Reports tab.

Advanced Provides access to advanced configuration features, such as clustering
and server stuff. For more information, see The Advanced menu.

£ (Settings menu) Provides access to general administration tasks. For more information,
see Accessing PrinterOn Server component configurations.
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2.2.3.1 The Home tab

The Home tab provides access to general information about your system health. From the
Home sub-tabs, you can also manage your PrinterOn license and add PDS, and PDH, and
Print Anywhere components to your PrinterOn deployment.

A Home ¥ Workflows Y& Authentication = Printers 1 Reports @ Advanced Q

General Settings Services Licensing Serial Numbers

Server Overview

Edition: Enterprise Number of Printers: 3 Number of Pages Saved: 6

Server Version: 3.2.0.1172 Number of Jobs Total: 2 Number of Colour Pages 6

Expiration: 12/1/2016 Number of Jobs Today: 0 Saved:

PrinterOn Administrators Page Number of B&W Pages 0
Saved:

Number of Managed Components: € (6 Online)

Number of Managed Servers: 0 (1 Online)

Export System Info | Download Support Package
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The Home tab contains the following sub-tabs:

Tab Features

Overview Provides system information and an overview of system health.
General Settings Lets you configure cross-component settings.

Services Lets you view and change the status of the PrinterOn services.
Licensing Lets you view and manage your license information.

Serial Numbers Lets you view serial number information for server components and

add additional PDS and PDH instances or PrintAnywhere Servers to
your PrinterOn service.

2.2.3.2 The Workflow tab

The Workflow tab lets you configure settings for the various printing workflows that users
can use to print documents to your PrinterOn printers, such as Web Print or Mobile Print.

#A Home P Workflows YA Authentication =4 Printers 4 Users o Reporis @ Advanced ﬁ-

Mobile  Email Print  Google CloudPrint ~ PQMS  IPP and Native i0S Printing ~ Secure Release Anywhere

Web Presentation

Open Print Page https:#172.16.100.13/cps
Enable Web Print
Languages English B Manage Languages

The Workflow tab contains the following sub-tabs:

Tab Features

Web Print Lets you configure settings for Web Print, which allows users to
upload documents to the Web Print portal.

For more information, see Configuring the Web Print workflow.

Mobile Lets you configure settings to allow users to submit jobs using one
of PrinterOn’s mobile client apps.

For more information, see Configuring the Mobile Print workflow.

Email Print Lets you configure settings to allow users to email documents as
printable attachments directly to a PrinterOn printer.

For more information, see Configuring the Email Print workflow.
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Tab Features

Google Cloud Print Lets you configure settings to allow users to submit print jobs via the
Google Cloud.
For more information, see Configuring the Google Cloud Print
workflow.

PQMS Lets you configure settings to allow users to print to Windows print

queues that are mapped to PrinterOn printers.

For more information, see Configuring the PrinterOn Queue
Management System (PQMS) workflow.

IPP and Native Lets you configure settings to allow users to print using either IPP
i0OS/macOS printers that are mapped to PrinterOn printers, or using iOS/macOS
native printing.

For more information, see Configuring IPP and native iOS/macOS

workflows.
Secure Release Lets you configure behavior to support pull printing, which allows
Anywhere users to print to a pool of printers and pull the job down to

whichever printer they want.

For more information, see Configuring the Secure Release Anywhere
workflow.

2.2.3.3 The Authentication tab

The Authentication tab lets you specify the authentication method you want to use with
your PrinterOn solution, and to configure user lookup integration.

f Home  §» Workflows | YA Authenlication & Printers  Ji Reports @ Advanced L3

Integration

Authentication Workflow Selection

Selected Authentication Skip Login Screen
Method
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The Authentication tab contains the following sub-tabs:

Tab Features

Authentication Lets you specify and configure the authentication method.
For more information, see Configuring authentication settings.

Integration Lets you configure how the PrinterOn service identifies users, and
how identified and unidentified users are permitted to interact with
the service.

For more information, see Integrating user lookup extensions.

2.2.3.4 The Printers tab

The Printers tab lets you define your PrinterOn printer definitions, monitor print jobs,
create printer pools for pull printing, and configure the Print Delivery software.

Y& Authentication = Printers W Reporis @ Advanced

Becure Release Anywhere Pools Queue Moniter Semvers

PrinterOn Printers [ |
D\splay‘ 10 : records per page Search ‘
Enabled Printer Name: | Output Destination Guest Approval GCP Discovery
file:iC:\UsersiuserDeskiop\Qutput
) -
(-] Auto-generated Printer 1 \printr @ ® @ @
@ Auto-generated Printer 2 LPT2 ® @ ® ®
@ Auto-generated Printer 3 LPT3 ® @ ® ®
Ricoh CAPS Printer tep172.16.100.4:9100 ® ® ® ®
Showing 1to 4 of 4 entries

Add Printer Link Printers Manage Depariments Delete Printers

The Printers tab contains the following sub-tabs:

Tab Features

Printers Lets you create and configure PrinterOn virtual printers and connect
them to a physical printer or print queue.

For more information, see Managing and configuring PrinterOn
printers.
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Tab Features
Secure Release Lets you assign your PrinterOn printers to printer pools. When
Anywhere Pools printing, users choose a pool, and can pull their print job down to

any of the printers in the pool.

For more information, see Creating and configuring Secure Release
Anywhere pools.

Note: This tab is only available if you have Secure Remote Release
enabled for your PrinterOn service.

Queue Monitor Lets you monitor the status of print jobs sent to all your PrinterOn
printers.

Servers Lets you configure the Print Delivery Station and embedded agent
software.

For more information, see Managing and configuring Print Delivery
Stations (PDS).

2.2.3.5 The Users tab

The Users tab lets you define users, groups, and access control rules to grant access to the
PrinterOn printers, printer departments, and Print Delivery Stations.

The Users tab is accessible when you use one of the following Authentication methods:
« Internal Users
* Azure AD
« Third-Party Identity Management Service

PRINTEREH # Home P Workflows Y. Authentication = Printers 2 Users J Reports & Advanced Q-

Groups Access Control Rules

User Management

Display| 10 Erecurds per page Search

Username First Name Last Name Account State
user2 first-user2 lastuser2
useri first-usert last-user2

nate Mate Applewood

11

Showing 1to 3 of 3 entries

Edit User Delete Users
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The Users tab contains the following sub-tabs:

Tab Features

Users Lets you add and manage PrinterOn user accounts. A PrinterOn user
represents an individual who administers or uses the PrinterOn service. A
user can be added to one or more group or assigned to one or more
access control rules.

For more information, see Creating and managing user accounts.

Groups Lets you add and manage user groups. A user group is a collection of
users. You can group users in any logical way; for example, by
department, by geographic location, or some other criteria. You can
assign a group to one or more access control rules.

For more information, see Creating and managing PrinterOn groups.

Access Control Lets you add and manage access control rules. An access control defines a
Rules set of privileges granted to a user or group for a specific printer, printer
department, or Print Delivery Station.

For more information, see Creating and managing PrinterOn Access
Control Rules.

2.2.3.6 The Reports tab

The Reports tab lets you generate reports on your PrinterOn deployment.

PRFNTEREH # Home ¥ workflows Y Authentication = Printers 1 Reports © Advanced a
ATV ATCTWHERE

Printer Activity Advanced

Summary Report - Last 30 Days

Display | 10 records per page Search: | |
2015 - October 2015 - November 2015 - December
Pages Users Jobs Pages Users Jobs Pages Users Jobs
Total 0 0 0 0 0 0 o 0 0

Export as CSV
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The Reports tab contains the following sub-tabs:

Tab Features

Summary Provides a three-month summary of print behavior.

Printer Activity Lets you generate a report for a selected printer.

Advanced Lets you generate reports on key printing metrics of all your

PrinterOn printers.

2.2.3.7 The Advanced menu

The Advanced menu lets you configure settings for the servers, components, and clusters
in your PrinterOn deployment. The Advanced menu contains the following menu items:

Menu item Features

Servers Lets you configure server settings.

Components Lets you configure component-specific settings for each of the
PrinterOn server components—such as PDS, PDH, PrintAnywhere—
installed on this server, or on any child server. For more information,
see Accessing PrinterOn Server component configurations.

Clustering Lets you configure clustering for PrintAnywhere Processing and

Status Servers.

For more information, see Advanced clustering and document
processing scalability.

2.3 Accessing PrinterOn Server component configurations

In addition to the configuration settings that are applied to your PrinterOn service, you
can also modify additional component-specific settings in the Configuration Manager.
You can access these component specific configurations from the Advanced menu, or via
the Home screen.
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To access a component configuration for a component installed on the local server:

1. In the Configuration Manager, do one of the following:

« Click Advanced > Components.

or

« Click Home, then in the System Health panel, click on the Number of

Managed Components link.

Number of Managed Components: 6|(5 Onling)

Number of Managed Servers: 0 (1 Onling)

The Managed Components page appears.

Managed Components

Display | 10 j TECOITS fer page

Cemponent Type

Prinl Delivery Stalion

Print Delivery Gateway

Simple Storage Server

S0L Server

PrintAmywnere Senver

Central Print Services

Showing 1 o 6 of & entries

Host Mame

NL2012R2-3 {Local}

NL2012R2-3 {Local}

NL2012R2-3 (Local)

NL2012R2-3 (Local)

NL2012R2-3 (Local)

NL2012R2-3 (Local)

Unigue ldentifier

bh&h5042

biG3b8te

aftaitar

00431114

6alb2odz2

BE1365cT

Connectivity 1%

(©)
©
©
©
(O]
@

2. Click on the Configure button adjacent to the component you want to configure.
The component configuration for the selected component appears.

2.4 Configuration Manager best practices

2.4.1 Specifying network addresses

Throughout the Configuration Manager interface, there are a number of locations where
you must provide URLs/network addresses to facilitate communication between PrinterOn
components, or between the PrinterOn server and external services, such as

authentication services.
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With PrinterOn Enterprise v4.2.3, key PrinterOn server components have been updated to
support the IPv6 communication standard. However, some fields within the Configuration
Manager may not have been configured to accept addresses in IPv6 notation (for
example, [2001:470:b0df:b0df::1778]).

As a result, PrinterOn recommends that you enter network addresses as fully qualified
hostnames. For example:

myhost.mydomain.com

These fully qualified hostnames can be entered in any field that requires a network
address. PrinterOn will automatically resolve the address to the IPv4 or IPv6 value as
necessary.

2.5 Managing access to Configuration Manager

When your PrinterOn service is initially configured by PrinterOn support, a single default
administrator account is created based on the email address included in your PrinterOn
license. You'll use this account to access Configuration Manager for the first time.

To ensure your PrinterOn service remains secure, PrinterOn recommends that once you
log into Configuration Manager with this default account, you immediately create
additional administrator accounts for those users who will be administering the service,
then disable the default account.

Note: To use multiple administrator accounts for Configuration Manager, you must
first ensure that you have CPS Authentication mode enabled. For more information,
see Modifying the Configuration Manager Authentication mode.

2.5.1 Creating Configuration Manager administrator accounts

As of PrinterOn version 4.2.4, PrinterOn supports two PrinterOn roles to which you can
assign all users in your system:

« User: The user role should be assigned to all users who will be using PrinterOn's
printing services.

« Administrator: The Administrator role should be assigned only to those users who
will be administering the PrinterOn service. PrinterOn users who are assigned the
Administrator role can use their credentials to log into Configuration Manager to
modify settings or assign the Administrator role to other users.
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Administration privileges are granted through Access Control Rules that you apply a
specific user or group of users. The easiest way to manage multiple administrators is to
create a group, then apply an Access control rule to that group. You can then add or
remove users from that group to grant or revoke Administrator privileges.

If you are using the PrinterOn Internal Users authentication method, you'll need to create
PrinterOn accounts for each user who will be accessing the PrinterOn service.

Note: If you are using Azure AD or another third-party IDM service, user account information is
provisioned to the PrinterOn user store when a user authenticates to use the service for the first
time. Therefore, in order to add a users to the Administrator group, they must first authenticate
with the service.

2.5.1.1 Creating an Administrator group

To create PrinterOn Administrators:

1. In your browser, navigate to the Configuration Manager URL that you received
from PrinterOn.

2. Log in to the Configuration Manager using the default administrator account
credentials you received from PrinterOn.

Note: The first time you log in, you'll be prompted to change your password before you
can continue. Once your password is changed, you can continue as necessary.

3. Inthe Configuration Manager, click Users > Groups. The User Groups tab appears.

PR,NTER%” # Home P> Workflows W Authentication % Printers | 8 Users | .y Reports € Advanced  %f

‘Group Management Users In Group: Group 1
Display| 10 E records per page Search Display| 10 |z| records per page Search:
Name Username First Name Last Name
Group 1 userl first-user1 last-user1
Group 2
Showing 11o 1 of 1 entries
Showing 1to 2 of 2 enfries
Delete Groups
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4. In the Group Management panel, click Create Group. The Create Group dialog
appears.

Create Group

Admin Group

Description A group of users wilh Admin privileges

Name the group Admin Group, and provide a Description, if necessary.
6. Click Save.

Next, you can create an Access Control Rule and apply it to the group.

2.5.1.2 Creating an Access Control Rule for the Administrator group

To create an Access Control Rule and add it to the group:

1. In the Configuration Manager, click Users > Access Control Rules. The Access
Control Rules tab appears.

A Home b Workflows R Authentication = Printers A Users o Reports © Advanced ﬂ-

Users Groups

Access Control Rules

Display| 10 B records per page Search:
User/Group Actor Type Scope Scope Type Grant Revoke
Group 1 GROUP generated-printer-1 PRINTER B
Group 1 GROUP generated-printer-1 PRINTER [ acimin |
Showing 1to 2 of 2 entries -
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Click Add Rule. The Add Rule dialog appears.

Create Rule

Rule Name Admin Access

Assign this Role Administrator "

To this Liserironn Admin Group - GROUP -

In the Add Rule dialog, name the rule Admin Access.

In the Assign this Role field, choose the Administrator role.

In the To this User/User Group field, choose the Admin Group you just created.
Click Save.

With the Rule is applied to the Admin Group you created, any user added to that group is
granted Administrator privileges. You can add users to this group at any time. For

information about adding users to a group, see Managing the list of users in a user group.

2.6 Administering the Configuration Manager

The Settings menu, identified by the gear icon (£53), lets you perform some general
administration tasks:

Showing or hiding advanced settings

Changing your Configuration Manager password

Resetting the Configuration Manager Password

Connecting remote servers to a parent Configuration Manager
Modifying the Configuration Manager Authentication mode
Logging out
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2.6.1 Showing or hiding advanced settings

To show or hide advanced settings:
1. In the Configuration Manager, click the Settings button (E3).
2. Click Show Advanced Settings to toggle advanced settings on or off.

ol Reports © Advanced a‘

@ Parent

jw English »
Y& Change Password

¥ Show Advanced Settings

& Logout

2.6.2 Changing your Configuration Manager password

You can change your password at any time from the Configuration Manager Settings

menu.

To change your Configuration Manager password:
1. In the Configuration Manager, click the Settings button (E3).
2. Click Change Password. The Change Password dialog appears.

PRINTERONY

PRINT SIMPLY ANYWHERE

Please Change Your Password

Old Password

New Password

Confirm Your Password

3. Enter your old password, then enter and confirm your new password and click

Login.
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Your new password must meet the following criteria:
« It must not contain your Username.
« It must not have 4 or more consecutive letters or digits.

« It must be at least 8 characters in length, with at least 1 letter, 1 number, and 1
special character. Passwords of 10 or more characters must have at least 2
letters, 2 numbers and/or 2 special characters.

2.6.3 Resetting the Configuration Manager Password

In some cases, it might be necessary to reset your Configuration Manager administrator
password. The steps to reset your password differ depending on whether your PrinterOn
service is deployed on-premise, or is a managed cloud service.

» Reset your password for an on-premise deployment.

» Reset your password for a managed cloud deployment.

2.6.3.1 Resetting your password for an on-premise deployment

To reset your password in an on-premise deployment of PrinterOn, you need to provide
your APIsiteAuth value. This value is the same value you used when you launched
Configuration Manager for the first time. You can find the APIsiteAuth in your PrinterOn
license file (PrinterOnConfig.txt).

To reset your password:
1. Launch the Configuration Manager.

2. In the PrinterOn Login dialog, click Forgot Password?

$
PRINTERON

PRINT SIMPLY ANYWHERE

Administrator Login
w3 238937

Forgol Password?
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The Reset Password dialog appears.

Reset Password

Enter your site auth for verification and then click "Reset Password" to reset your
password back to your site auth.

Site Auth

Reset Password

3. Enter your Site Auth value, then click Reset Password.

Your password is now reset to the default. When you login, you'll be prompted to change
your password immediately.

2.6.3.2 Resetting your password for a managed cloud deployment

To reset your password in a managed cloud deployment of PrinterOn, you need to provide
your email address. The PrinterOn server will send an email to that address with a link to
the reset password page where you can set a new password for your account.

To reset your password:
1. Launch the Configuration Manager.

2. In the Login dialog, click Forgot Password? The Reset Password dialog appears.

Reset Password

Enter your email address and then click "Send Reset Password Email”. A
message will be sent to that address with a link and instructions to reset your
password.

Email Address

Send Reset Password Email

3. Enter your email address, then click Send Reset Password Email.
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You should receive the following email in your inbox.

4
PRINTERON

print simply anywhere
Dear User,

We just found out that you've forgotten your password. Sorry to hear it. Don't worry,
you can reset it by following this link:

Choose a New Password

Thank you

4. |In the email, click Choose a New Password. You'll be redirected to the

5. On the Password Reset page, enter and confirm your new password, then click

Change Password.

PrinterOn

Change Password

Cancel

6. If there are no issues, you will receive a confirmation email indicating that the
password was successfully reset.

PRINTERORY

print simply anywhere
Dear User,

The password for your account was recently changed. If you made this change, you do
not need to do anything. This message is simply a notification to protect the security of
your account.

If you didn't make this update, we recommend that you reset your password online
now.

Follow this link to begin:

Thank you
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2.6.4 Connecting remote servers to a parent Configuration Manager

The PrinterOn Configuration Manager allows you to manage multiple servers from a
single location. To complete this process, you must log into the Configuration Manager on
the remote server and select a parent configuration server.

Note: You can still configure individual servers locally on each remote server, regardless of the
parent configuration.

To connect to a parent server:

1. On the remote server, log into the Configuration Manager and click
Settings (E=J) > Settings.
The Settings page appears.

Parent Status Offiine

Parent URI © | erver poricontext ‘

Authentication Settings

Enable "root" User

Enable CPS Authentication

2. In the Parent URI field, enter the IP address and port of your central PrinterOn
Server machine. The default port is 8057.

3. Press Connect.

You can now log into Configuration Manager on your parent server to manage and
configure the PrinterOn components installed on the remote server.

2.6.4.1 Resetting the list of remote servers in Configuration Manager

The Configuration Manager maintains a database of all the remote servers that are
connected to it; as new remote servers are attached as children to the parent PrinterOn
server, the Configuration Manager updates the database with the new remote server
information.
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However, should you stop using a remote server, the Configuration Manager is unable to
determine that the relationship is severed, so the database is not updated to reflect the
change. Over time, the Configuration Manager may continue to maintain relationships
unnecessarily.

PrinterOn provides a utility that you can run to clear the database and force remote
servers to reregister. Running this utility ensures that the database is up-to-date, with all
discontinued remote servers removed.

To reset all child servers:

1. On the command line, enter the following command:

cd "C:\Program Files (x86)\PrinterOn Corporation\PrinterOn Server
Install Manager\Tools\Encrpytor"™ "%PON_JAVA HOME%\bin\java.exe' -jar
ponconf-clear.jar

Once the database is cleared, all remote servers will reregister, enabling
Configuration Manager to maintain an accurate database.

2.6.5 Maodifying the Configuration Manager Authentication mode

The Configuration Manager supports two authentication modes that PrinterOn
administrators can use to access the Configuration Manager and manage the PrinterOn
service. By default, your PrinterOn service will be configured to use only one
authentication mode, but you can modify your authentication settings to use either or
both authentication modes.

You can configure Configuration Manager to use the following authentication modes:

» Root User authentication: Root user authentication provides a single root user as
the administrator. If only Root User authentication is enabled, then if you have
multiple PrinterOn administrators, all administrators use the same credentials to
log in.

If you have installed an on-premise version of PrinterOn Enterprise, this mode is
the default authentication mode.
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« CPS Authentication: CPS authentication allows each PrinterOn administrator to
log in using their own unique credentials, based on the authentication method
you have configured PrinterOn to use:

« If the authentication method is set to Internal, an internal PrinterOn account
that has been added to the Users tab and assigned the Administrator role is
used.

« If the authentication method is set to LDAP/AD, an account associated with an
LDAP/AD server is used.

 If the authentication method is set to Azure AD or Third-Part Identity
Management Service, an account associated with Azure or another specified
IDM is used.

If you have subscribed to PrinterOn Enterprise Managed Service, this mode is the
default authentication mode. At the time that your service is provisioned, a single
internal user account is created and assigned the Administrator Role. The
password for this account is emailed to the email address associated with the
PrinterOn license.

You can enable one of both of these authentication modes, however, because CPS
authentication allows for multiple administrator user accounts, it is considered to be the
more secure option.

To use change the Configuration Manager authentication mode:

1. Log into the Configuration Manager.
2. Click Settings (EJ) and ensure that Show Advanced Settings are turned on.
3. Click Settings (EJ) > Settings. The Settings page appears.

|

Parent URI @&

Authentication Settings

Enable "root” User

Enable CPS Authentication

4. In the Authentication Settings panel, enable or disable each authentication mode
as appropriate.

5. Click Apply Settings.
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6. If you have checked Enable CPS Authentication and intend to use one of LDAP/
AD, Azure AD, or a Third-Party Identity Management Service as your
authentication method, you'll need make the following change on the
Authentication tab:

a) Click the Authentication tab.

b) Choose your Selected Authentication Method from the drop-down. The
authentication settings for the chosen method appear.

c) if you are using Azure AD or Third-Party Identity Management Service,
proceed to step d.

If you are using LDAP/AD, in the LPAD/AD Settings panel, from the LDAP/AD
Server Profile drop-down, choose which LDAP Server you want to configure,
then click Edit, or create a new LDAP/AD Server profile. The LDAP/AD Profile
Details page appears

d) Locate the Enable Configuration Manager Access and ensure it is enabled.

2.6.5.1 Logging in with Single Sign-On

Once you have configured PrinterOn to use Azure AD or a Third-Party IDM to perform
authentication on its behalf, PrinterOn administrators who have successfully authenticated
for another service using the same IDM will be able to launch Configuration Manager
directly, bypassing the Login dialog.

For users who have not already authenticated, the Login dialog provides a link the
redirects the user to the Login page for the configured IDM. After logging in, the IDM will
return the user to the Configuration Manager.

;
Sl

Administrator Login
vl 3.2 2837

Forgol Password?

Single SignOn
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2.6.5.2 Restoring Root access to the Configuration Manager

If you disable the Root user and rely exclusively on LDAP/AD for authentication, should
you lose access to the LDAP/AD server for some reason, you may be temporarily unable to
log in to the Configuration Manager. If necessary, you can restore Root access to ensure
that you can still manage your PrinterOn service.

To restore Root access to the Configuration Manager:

1.

Open any text editor. You must open the editor as administrator. To open the text
editor as the administrator:

a) Inthe Windows Start menu or File Manager, right-click the text editor.
b) Select Run as Administrator.
In the text editor, open the following file:

C:\Program Files (x86)\PrinterOn Corporation\PrinterOn Server Install
Manager\printeron-web\WEB-INF\classes\ponconf.properties

In the ponconf.properties file, locate the following entry:
ponconf.rootUser = false
and change it to the following:
ponconf.rootUser = true
Save the file. The Root User is restored, and the password is reset to the default.

Restart the PrinterOn Configuration Manager service from Windows services.

2.6.6 Logging out

To log out of the Configuration Manager:

1.

Click Settings (E3) > Logout.
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The Printers tab lets you to create, edit, and manage your PrinterOn printers. A PrinterOn
printer is a virtual printer that you map to a physical printer. You can define the printing
behavior and capabilities for that virtual printer to either expose or hide the features of the
physical printer that it represents. For a more detailed description about PrinterOn
printers, see PrinterOn printers.

You can add as many PrinterOn printers as your license permits. However, before users can
submit print jobs to a PrinterOn printer, you must map the PrinterOn printer to a physical
printer or print queue. The physical printer or print queue is known as the output
destination.

When you add a new PrinterOn printer, it is preconfigured with a number of default
settings. In fact, configuring the output destination for each of your printers is the only
required configuration you must perform. However, it is strongly recommended that you
take the time to change some of the default settings, such as the name and location of the
printer, to values that are more meaningful.

When your install PrinterOn Enterprise, by default, the installer creates up to three default
PrinterOn printers. When you first view the Printers tab, these printers are displayed in the
list of available printers.
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3.1 Viewing the Printers List

To view your PrinterOn printers:

1. In the Configuration Manager, click Printers. The Printers tab appears, displaying a
list of currently available PrinterOn printer definitions.

PrinterOn Printers oM B
Display| 10 Ere:nrﬂs per page Search:
Enabled Printer Name 15 Output Destination Guest Approval GCP Discovery
file:iC\Users\userDesktop\Output
[+] @ Auto-generated Printer 1 \orinter 1 @ ® @ @
[+] @ Auto-generated Printer 2 LPT2 ® ® @ ®
@ Auto-generated Printer 3 LPT3 ® @ ® ®
® Ricoh CAPS Printer tcp:/i172.16.100.4:9100 ® ® ® ®
Showing 11to 4 of 4 enfries -

er | Link Printers Manage Depariments Delete Printers

3.2 Adding PrinterOn printers

You can add as many PrinterOn printers to your deployment as your PrinterOn license
permits.

To add a new PrinterOn printer:
1. In to the Configuration Manager, click Printers.
2. Click Add Printer. A new virtual printer is added to the printers list.

3. Configure the printer definition settings as necessary.
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3.3 Working with the Printers list

You can interact with the Printers list to perform a variety of functions.

Column Description

Enabled Indicates whether the selected printer appears in the user’s list of
available PrinterOn printers.

Click the icon to enable or disable the selected printer.
Printer Name The public name used to identify the printer for users.

Output Destination The location of the physical printer, print queue, or file to which the
PrinterOn printer directs print jobs. You must define the Output
Destination for the PrinterOn Server to communicate with your
physical printers, or with a print queue.

You set the output destination in the Output Location settings panel of
the Printer Configuration dialog. For detailed information, see
Configuring Printer Output Destinations.

Guest Indicates whether the printer allows guest users (that is, users without
credentials) to submit print jobs.

Note: This column only appears when the Guest Login Enabled
setting selected for your Authentication method.

Click the icon to enable or disable guest printing for the selected
printer.

Approval Indicates whether the approval screen appears, allowing the user the
option to cancel the print job before it is submitted to the printer or to
the print queue.

Click the icon to enable or disable the approval screen for the selected
printer.

PQMS Indicates whether the printer is enabled for the PrinterOn Queue
Management System. This column is read-only.

To configure the printer to use Google Cloud Printing, see Configuring
the PrinterOn Queue Management System (PQMS) workflow.

GCP Indicates whether the printer supports Google Cloud Printing. This
column is read only.

To configure the printer to use Google Cloud Printing, see Configuring
the Google Cloud Print workflow.

Discovery Indicates whether the printer is discoverable by users of iOS or macOS
devices that support AirPrint.

Click the icon to enable or disable discovery.
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3.4 Configuring individual printer settings

Individual PrinterOn printer settings are configured through the Printers tab. Each printer
can be configured individually.

If you have a large number of printers to configure, you can configure a single printer and
then use that printer as a template for other printers to quickly copy groups of settings.
For more information, see Copying template settings to multiple printers.

To configure a single PrinterOn printer:

1. In the PrinterOn Printers list, click ® next to the printer that you want to configure.
The printer actions appear.

Sl @ Auto-generated Printer 2

2. Click Configure. The Printer Configuration dialog appears. The dialog contains the
printer ID summary, along with a printer-specific QR code.

Note: You can use the QR code to quickly locate and print to the printer using the
PrinterOn Mobile apps.

Auto-generated Printer 1

e N ]

Printer Number 900005228231
Printeron Name generated-printer-1

Show Use Authentication to Print
QR Code

Show Direct Print QR Code
Printer Configuration
Printer Location Information
Printer Driver
Output Location
Workflow Options
Labels
Job and User Information
Releasing Print Jobs
Finishing Options
Paper Sizes
Printing Prices

Authorizing Users

e
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3. Click on any section to expand the configuration options. See the following
sections for details.

Defining the printer identification settings
Defining the printer location settings
Specifying printer driver information
Configuring the printer’'s network location
Configuring printer-specific workflow options
Configuring user input labels

Configuring print job and user information
Configuring print release settings
Configuring finishing options

Configuring paper sizes

Configuring print service pricing

Configuring authorization settings

4. When you have finished modifying the printer configuration, click Apply Settings.

5. To ensure that your changes are pushed out to all PrinterOn components, click
to synchronize your printers.

3.4.1 Defining the printer identification settings

The Printer Configuration settings define basic identification information for the printer.
This information is displayed to users and can be used to search for and locate destination

printers.

Printer Configuration

Printer Description Auto-generated Printer 1

PrinterOn Name generated-printer-1

Department None v

Default Printer Language English v

External ID

Web Services ID
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3.4.1.1 Printer Configuration settings

Setting Description

Printer Description A descriptive label that describes the printer to users. The value should
be unique and descriptive.

Note: PrinterOn does not enforce uniqueness on this value, but
recommends that you set this value to a simple and easy-to-
understand label for the printer.

PrinterOn Name A unique printer queue name used throughout the software to both
identify and organize printers.

This value is combined with the email domain (specified in the
Workflow Option settings) to create the email address for the printer,
to which users can email print jobs. For example, if you name the
printer warehouse-printer-1, and your email domain is defined as
emailprint.com, the resulting email address for this printer would be:

warehouse-printer-1@emailprint.com

Department The Printer Department to which the printer belongs. The drop-down
list only lists existing departments.

Printer departments are used by PrinterOn to organize printers into
groups. These departments can be used in conjunction with various
authentication methods to define access control rules to control which
users can access which printers.

For information about creating departments, see Managing printer

departments.
Default Printer The default language for the printer, which the server uses to respond
Language to email print jobs.
External ID The external ID for this printer.
Web Services ID The email address provided by HP for your HP printer. You can get this

(Advanced view only) value by accessing the printer's Embedded Web Server (EWS), which
lets you access the printer configuration settings remotely from any
computer that is connected to the same network as the printer.

For use with HP Printers only.
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3.4.2 Defining the printer location settings

The Printer Location Information settings define the physical location of the printer,
including address and GPS coordinates.

Printer Location Information

Address 221 Mcintyre Drive

City Kitchener

State/Province ON

Country Code CA

Postal Code N2E 355

Latitude 43.402728

Longitude -80.430358

3.4.2.1 Printer Location Information settings

Setting Description

Address, The physical address for the printer. Mobile app users looking for a
City, PrinterOn enabled printer can search on any value of the address to
State/Province, locate a printer. The mobile app also displays the address in the Printer
Country Code, Details.

Postal Code

Latitude, The GPS coordinates for the location of the printer. The GPS
Longitude coordinates are used to display the printer location on a map when

users attempt to locate a printer using the PrinterOn Mobile app.
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3.4.3 Specifying printer driver information

The Printer Driver settings define the printer driver used by the PrinterOn Server to
convert documents for the destination printer.

PrinterOn includes a number of print drivers with the server installation that provide basic
support for many common printers, including PCL, Postscript, and XPS print output.

Printer Driver

Print Drivers

PrinterOn

- PrinterOn Generic PCL 6

PrinterOn Inkjet

Printer Model Name - Printer

Model

3.4.3.1 Printer Driver settings

Setting Description

Printer Driver The printer driver that the PrinterOn Server uses to process any jobs
sent to the printer.

Printer drivers are sorted by manufacturer. First, select the printer
driver manufacturer from the upper list, then select the printer driver
from the lower list.

Note: If multiple servers are being used for document processing,
ensure that the same driver is installed on all servers.

Model Printer driver information that is presented to the user when viewing
printer details. This value does not need to match the actual printer
model.

Printer Model Name The printer model name. This field is only used when you specified

Samsung as the Printer Driver manufacturer and Samsung Universal
EMU V2 as the printer driver, and allows the PrinterOn to optimize
output for specific Samsung printer models.

If you don't know the specific model, select UnsupportedMono or
UnsupportedColor.
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3.4.4 Configuring the printer's network location

The Output Location settings allow you to specify the network location of the physical
printer to which this PrinterOn printer definition is mapped, and to define how the server
delivers print jobs to this printer (for example, directly, via a PDS, or via a PDH). You can
also specify whether the printer is an IPP printer that bypasses the PDS.

‘Output Location

Printer is an IPP Printer

Attach Printer To: CAPS E|

Output Destination

tepll : 172.16.100.4:9100

Allow Printing Directly To PDS

Server Address -

Print Directly to PDS Only

Hub To Host Print Jobs

Use An Alternate/Local Print Delivery u
Server Address

3.4.4.1 Output Location settings

Setting Description

Printer is an IPP Printer When checked, indicates that the printer supports the IPP protocol.
When you enable this setting, the remaining settings change to
simplify the configuration.

Note: When Printer is an IPP printer is enabled, the remaining
Output Location settings are disabled and set to Direct Printing Only,
which indicates that jobs are sent directly to the printer. This setting is
not configurable.

Printer Address The IP address and port for an IPP printer.
Note: This field is only displayed only when Printer is an IPP Printer
is enabled.

Attach Printer To Links the printer with a Print Delivery Station. This field is only

displayed only when Printer is an IPP Printer is disabled.

Note: You can also configure this setting for printers with an
embedded PDS in the Link Printers dialog. For more information, see
Linking printers with a Print Delivery Station.
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Setting Description

Output Destination Defines the physical printer, print queue, or file to which the
PrinterOn printer is mapped. You must define the Output Destination
value to provide the target to which the PrinterOn Server directs all
print jobs sent to the selected PrinterOn printer.

For detailed information about defining the output destination, see
Configuring Printer Output Destinations.

Allow Printing Directly = When checked, indicates that print jobs are sent to the PDS server.

1D [H2E Note: Only select this option if the PDS is acc